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Initial Registration in Criptoro ICO 
 

In order to purchase Criptoro coins (CTRO) you must first register at https://ico.criptorocoin.io.  

A form like the figure below shows will be displayed, where you provide the following information:  

● Name: enter name and surname.  

No digits are allowed. No special characters are allowed.  

● E-mail address: enter a valid e-mail address.  

A confirmation message will be sent to this mail address.  

● Password: enter your password 

● Country: select your country 

● Check-box accepting Terms & Conditions 
 

 

 

Once you click on the Register button, you will receive two welcome e-mails.  

The mail titled “ICO-Welcome to Criptoro Wallet” contains a Verification link. Please, click on the 

“Verify Email” button, as shown in the picture below.  

https://ico.criptorocoin.io/


 

 

 

 

The second e-mail, titled “Welcome” contains important information about your Criptoro wallet. It 

contains the “seed phrase”, a twelve words phrase to be used in the mobile Criptoro wallet app. Mind 

that this seed phrase is only valid for Criptoro wallets and it cannot be used in other crypto wallets. 

The figure below shows an example of the Welcome e-mail with the seed phrase.  



 

 

 

 

Login and Legal Identification 
 

After clicking on “Verify Email” button in the welcome e-mail, you can proceed to login to Criptoro 

wallet at https://ico.criptorocoin.io (see figure below) where you can enter your credentials:  

 

 

https://ico.criptorocoin.io/


 

 

You will then be requested to upload two documents to comply with legal obligations.  

Please, upload: 

• A picture of your Identity Card, Passport, or any other legal document valid in your country 

as an identification document.  

• A picture of a document as evidence of your current address, for example an electricity bill, a 

water consumption bill, etc. not older than three months.  

Click on the “Submit” button and you will get confirmation as shown in the figure below.  

 

 

 

Once the documents are uploaded, Criptoro’s staff will verify them and if they are correct, you will be 

approved to participate in the ICO. This process may take a few minutes, so we kindly ask you for 

your patience.  

Purchase of Criptoro Coins 
 

Purchase of Criptoro coins is available once you have been approved by Criptoro’s staff. Click on the 

“Home” option in the top-level menu. Also, when you login, you will get to the Home page directly.  



 

 

 

 

The purchase is performed in three steps.  

 

Step 1 – Payment method 
 

In step 1 you can select the payment method. There are four methods, you can pay either with crypto-

coins such as Bitcoin (BTC), Ether (ETH) or Ripple (XRP) or with a credit card through Paycomet 

gateway.  Select a method and press the “Continue” button.  

Depending on your selection, go to the chapter of your interest below. 

 

Step 2 - Purchase with cryptos BTC, ETH or XRP 
 

In step 2, you will be requested to enter the amount of Criptoro coins (CTROs) you wish to purchase. 

Mind that the minimum amount is 400 CTROs.  

Click on the horizontal arrow and you will get the amount of the selected crypto (BTC, ETH, XRP) 

needed as well as a summary of the purchase including the price in Euros.  

See example figure below for BTC.  

 



 

 

 

 

Please, click on “NEXT STEP” button to go to Step 3.  

 

Step 3 – Purchase with PAYCOMET (Credit Card) 
 

In step 3, you will be requested to enter the amount of Criptoro coins (CTROs) you wish to purchase. 

Mind that the minimum amount is 400 CTROs.  

Click on the horizontal arrow and you will get the amount of Euros you will be charged.   

See example figure below. 

 

 

 

Please, click on the “NEXT STEP” button to go to Step 4. 



 

 

Step 4 – Payment with Cryptos (BTC, ETH, XRP) 

 

In step 4 you will be shown the amount of the selected crypto coins to send as well as the address 

where you must send the crypto coins.  

You can use any wallet you already own to order the transfer operation. You may copy & paste the 

receiver address into your wallet or use the QR code.  

The figure below shows a purchase operation with BTC.  

 

 

 

Depending on the crypto selected, confirmation time will be longer or shorter. Bitcoin networks may 

take several minutes or even an hour until the transaction is confirmed.  

Ethereum and Ripple networks are faster, and it usually takes a few seconds to get the transaction 

confirmed. 

Once it is confirmed, a confirmation message appears on the screen, as shown below.  



 

 

 

 

At this point, you can effectively check the transaction. See next chapter on how to check transactions.  

 

Step 5 – Payment with Credit Card (PAYCOMET) 

 

Paying with a credit card is straightforward. You will be redirected to Paycomet’s web page, where 

you are requested to enter your credit card details. See figure below.  

 

 

 

When your payment is validated, the CTRO coins will be transferred to your Criptoro wallet address. 

 

 



 

 

Checking Transactions and CTRO Balance 
 

Criptoro wallet allows you to check performed transactions and your CTRO balance.  Just click on the 

“Transactions” option at the top level menu.  

The figure below shows an example of the information displayed.  

 

 

 

Criptoro Mobile Wallet App  
 

What is Criptoro Wallet? 
 

Criptoro Wallet is a free, open-source, client-side interface. Criptoro Wallet allows you to interact 

directly with the blockchain, while you remain in full control of your keys and funds. 

Please think about this carefully. YOU are the one who is in control. Criptoro Wallet is not a bank or 

exchange. We don't hold your keys, your funds, or your information. This means we can't access 

accounts, recover keys, reset passwords, or reverse transactions. 

WARNING: You And Only You Are Responsible For Your Security totality. 

 

Where are my funds stored? 

Your tokens and coins are not on Criptoro Wallet. Just like they aren't on your hardware wallet, on 
MetaMask, or on blockchain explorers. All funds are on the blockchain itself. This means that we do 
not control them. We are a doorway that allows you to interact with the blockchain in a convenient 
way. 



 

 

 
WARNING: Criptoro Wallet Does Not Control Your Funds. You Do! 
 
What if I lose my keys or password? 
 

We can not recover your information for you. If you lose your information, it's GONE FOREVER. 

Criptoro Wallet doesn't store any data. After you've received your keys and set up a password, we 

strongly suggest you: 

● Write Your Keys And Password Down. Keep Them Safe. 
 
 

WARNING: We Can't Restore Your Keys or Reset Your Password 
 
Some helpful tips 
 

● Never give your Private Key or Seed Phrase to anyone. 
● Don't trust any giveaways, If they're giving tokens and coins for free, it's not real. If they 

email you saying they're us, it's not real. If they ask for your private key, it's not real. 
 
All this sounds hard. What's the upside? 
 

The purpose of cryptocurrency is to allow people to manage their funds in an anonymous and 
secure way, from any location, without relying on third parties. 
 
On the blockchain, your digital assets are not controlled by any bank or government. You are the 
only one who has access to your funds and you can instantly transfer them to any other address on 
the blockchain without depending on authorizations, permissions, or limits. 
 
Your public address and your private key are the only pieces of information you need to hold and 
manage your funds from anywhere in the world. 
 
Criptoro provides a wallet application for mobile devices based on Android© and iOS© (Apple) 

platforms. This app is available at <android site> and <apple site>.  

Important: please follow the initial login step as explained below, in order to configure the wallet 

app to work with the identity created at registration time. Only in this way, you will be able to check 

your CTROs balance in the mobile wallet.  

Important: Criptoro wallet is an essential tool to send your newly purchased CTROs to other 

ethereum addresses. Criptoro does not support any other wallet. The use of other wallets to 

manage your CTROs is under your responsibility. 

Please feel free to contact us. Our email is support@criptoro.com. We're here to help. 

 

 

 

 



 

 

Initial Login 
 

After downloading and installing the app, start the app for the first time. 

 

 
 

Create Wallet or Load Wallet 

 
When you start the wallet you must select if you want to create a wallet or if you want to load an 

existing one.  

 

 
 



 

 

At this point you are configuring the wallet app with the identity you got when you first registered to 

Criptoro ICO. In the next screen, you are requested to enter the seed phrase it was sent to you in a 

welcome e-mail. The figures below show an example.  

 

       

 

If you have entered your mobile app for the first time and haven't registered with Criptoro ICO, you 

will be asked to create the wallet. Remember that the seed phrase that contains the keywords you 

have received in a personalized way and are not transferable, you must store them safely and 

securely. 

Select “create wallet” and follow the steps as in the example below. 



 

 

   

   



 

 

        

 

If you created different wallets you can load the desired wallet by using the function “load wallet”. To 

do this you will have to enter the seed phrase of the desired wallet. It is important that you know that 

each seed phrase is related to the email you have registered with.  

To load the wallet you want you must scan your seed phrase with QR or copy the seed phrase and 

load it. You will get the balance of the selected wallet. Remember that you can make transactions 

from one wallet to another by sending funds to the desired public address of the designated wallet. 

When you finish entering the twelve words, press LOGIN and you will be directed to the Balance page.  

 

 

 



 

 

Note: you cannot use the seed phrase provided by Criptoro wallet in another HD wallet, it will not be 

accepted. Neither can you use a seed phrase from another HD wallet to login to the Criptoro wallet.  

Alternatively, if you are in front of a laptop/desktop screen, you can avoid typing the seed phrase by 

using a web application to generate the QR code out of the seed phrase and using the SCAN  button 

to easily enter the seed phrase. Just Google search for “QR code generator” and select any of the web 

sites that offer free QR code generation. There you can copy paste the seed phrase you received by e-

mail.  

The figure below shows an example of a QR generated seed phrase.  

 

 

 

Having the QR code at the top-right hand side of the image, just press “SCAN” on your mobile device 

and focus the camera on the QR code. The seed phrase will be read and you can just press the LOGIN 

button.  

 

Balance Page 
 

In this screen you will have the visibility of your balance in ETH, BTC and CTRO. The wallet allows 

you to visualize the crypto-currencies at the current market value as well as the balance you have in 

euros. 

From this panel, you can use the functions Transaction, Receive and Edit Assets.  

At the base of the panel you can select Portfolio, Wallet, Buy Token and Settings.  

Each of these tabs will be explained later in this guide. 

Criptoro mobile wallet supports BTC, ETH and CTRO coins.  

This means you can send/receive those cryptocurrencies from/to your Criptoro Wallet.  



 

 

You can check your balance for your Criptoro on this screen. Just press on the ETH or BTC buttons.  

The images below show an example of the ETH / CTRO and BTC balance.  

 

  

 

How to receive Ether (ETH) 
 

The receive button will allow you to share your address so that other users can send you tokens to 

your wallet, your QR is automatically loaded with the public address of your wallet so you can share 

it and receive your tokens (ETH & CTRO). 

You need to share the ethereum wallet address with the sender. In the balance screen, press “Receive” 

and a screen like the figure below will be shown. You must share the QR code or the public address 

(0x5f6c4…..), so that the sender can send ETH to that address.  

Hint: Use the buttons at the bottom to easily share the address or the QR code. 



 

 

 

 

How to receive bitcoins (BTC)  
 

You can receive bitcoins in your Criptoro wallet. It's similar to receive ether, you just need to share 

the wallets bitcoin address with the sender. In the bitcoin balance screen, press the “Receive” button 

and you will see a screen with the bitcoin address and the corresponding QR code (see picture below). 

Share the address or QR with the sender. 

 

 

 

 



 

 

How to send ether (ETH/CTRO) or Bitcoins (BTC)  
 

You can send ether (ETH/CTRO) or Bitcoins (BTC) to other addresses. As a matter of fact, you can 

also purchase CTROs by sending the required amount of ETH or BTC to the proposed address at the 

ICO web application (see chapter above “Step 3 – Payment with cryptos”).  

In order to send ether, in the balance screen just press on the Ethereum row or icon, you will be 

shown a screen like the one in the picture below, where you can enter the amount of ether and the 

address of the receiver.  

To easily enter the receiver address, you can:  

● Use the scan button in case you have the QR code.  

● Use the “Past address” button, if you have the address copied in text format. 

● Import the address from the address book (if you have added it before with the “add 

direction” button). 

 

     

 

The picture at the left shows how to send ETH, while the picture at the right is displayed once the 

operation has succeeded. Mind that it may take some seconds or even minutes to get it confirmed in 

blockchainEthereum.   

 

By default, Criptoro wallet automatically sets the gas price according to the latest transactions in 

Blockchain Ethereum. Gas price can also be set manually, the higher the price, the faster the 

transaction will get executed. Mind that if the gas price set is too low, the transaction might never get 

executed.  

 



 

 

 

 

In order to send bitcoins, in the balance screen select BTC and press on the BTC row or icon. A screen 

like the picture below will be shown, where you can enter the amount of BTC and the receiver’s 

address. The operative is similar to sending ether, see above.  

 

 

 

 

 



 

 

How to send CTRO 
 

Using the Criptoro wallet, you can send CTRO tokens to another ERC20 compatible Ethereum 

address. In the balance screen for ETH/CTRO, press on the CTRO row or icon. A screen like the one 

in the picture below will be shown, where you can enter the amount of CTROs to send and the 

receiver’s address. Before sending an ERC-20 token as CTRO, make sure that you have some ETH, as 

you will need it for the transaction fees on the Ethereum blockchain. 

The operative is similar to sending Ether (see above). 

 

 
 

Disclaimer: the user and owner of the CTRO tokens is fully responsible for the transfer operation, 

he/she must be aware that it cannot be undone once it’s processed on the Blockchain.  

In this way, the user must be sure about the destination address, as there are addresses that don’t 

allow further transfers. In those cases, the tokens may remain “locked” forever.  

 

How to check transactions 
 

Transactions can be checked out per Blockchain network, either Ethereum or bitcoin. In the balance 

screen, just press “Transaction” and you will get displayed all transactions performed in that 

network. 

The pictures below show two examples of the transactions performed in Ethereum, where ETH and 

CTRO transactions can be seen (left picture) and Bitcoin (right picture).  



 

 

   

 

In the field of transactions, you can view the transactions and see the HASH, date and time of the 

transaction. In case you want to check the transaction on the Blockchain you can also check it in the 

following links: 

Ethereum: www.etherscan.io 

Bitcoin: www.blockchain.com 

 

 



 

 

Edit Files  
 

In this field, you have the possibility to enable/disable the assets of the cryptocurrencies in your 

wallet.  

Remember that in case you disable it you will not have the possibility to operate with that 

cryptocurrency. 

 

 
 
 

How to buy CTROs using Criptoro wallet 
 

You can buy CTROs using the Criptoro wallet. Tap on the button “Buy token”. It will launch a web 

browser that will load the ICO web application, where you can log-in and perform the purchase.  

 



 

 

 

CRIPTORO WALLET CONFIGURATION  
 

Criptoro wallet configuration menu is available at the “Setting” button, at the bottom of the screen. 

 

 

Backup Private Key 
 

The first option is “Setting”, where you can: 

● Enable/disable the cryptos in the wallet. 

● View Private Key. (The private key is needed if you want to access and manage your funds 

from another wallet like myetherwallet or similar). In order to view the private key, you 

need to enter the PIN code as a security measure. 

● The option “Base Currency” is set to euros (EUR) and it cannot be changed.  

 

Security. PIN  
 

 The second option is “Security”, where there are three options: 

● “To back up” where you can show/copy the wallet seed phrase. 

● “To Change PIN code” to change the PIN (its recommended to  

● “Confirm the PIN code when launching the app” to secure the wallet with a personal PIN at 

start up.  

The picture below shows the screen displayed with the three options.  

 



 

 

 

 

 Terms and conditions 
 

The option “About” is where the user can find information about the Terms & Conditions, Privacy 

Policy, and the wallet version.  

Finally, the option “Address book” introduces a new functionality. Criptoro wallet provides an agenda 

where you can store the addresses of people, to make it easier sending cryptos to them. The use of 

the agenda is quite straightforward. To define a new entry, the following fields must be provided:  

● Name of the person 

● Type of blockchain of the coin (ETH, BTC)  

● Address 

Once an entry is defined, sending cryptos to that person is as easy as pressing on the “Send” button. 

The operative to follow from here is exactly the same as the one explained in the previous chapters 

for sending cryptos.  

 

About using other Wallets  
 

CRIPTORO-COIN token (CTRO) is based on Ethereum standard ERC-20. It is possible to use other 

wallets to manage CTRO tokens, but there are some important considerations that must be taken into 

account.  

CTROs purchased at the ICO web application (ico.criptorocoin.io) are sent to the Ethereum address 

that was provided at registration time via the seed phrase sent by e-mail. In order to transfer those 

purchased CTROs to another address (identity), the Criptoro Wallet is mandatory. The seed phrase 

cannot be used in any other wallet but Criptoro Wallet. Therefore, a Criptoro wallet is needed to 



 

 

perform the transfer of purchased CTROs. Or in other words, you cannot use other wallet to 

participate in the Criptoro ICO.  

When using another wallet to manage CTROs, the wallet must have the following features:  

● It must hold the private key of the identity. Usually HD wallets are compliant, while the 

wallets provided by the exchanges are not.  

● It must be configurable to accept new ERC-20 tokens.  

It must be configured with CRIPTORO-COIN: 

Smart contract address: 0xb3ab2b676a1efdb16a227e151dc31f5bd3856744 

Decimals: 10 

Symbol: CTRO 

Criptoro does not provide any support regarding the configuration or use of other wallets.  


